Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 


Message Text 


LIMITED OFFICIAL USE 

PAGE 01 STATE 061652 

47 

ORIGIN SY-05 

INFO OCT-01 EUR- 1 2 ISO-OO OC-05 CCO-OO /023 R 

DRAFTED BY A/SY/FO:! .ADIT I . ARD:.TP 
APPROVED BY A/SY/FO - VERNE F. ST. MARS 
EUR/EX - HGEISEL (SUBS) 

SY/FO - BWSCHAUMBURG 
DESIRED DISTRIBUTION 
OC/EUR RCRAIN 

125405 

OR 191743Z MAR 75 
FM SECSTATE WASHDC 
TO AMEMBASSY LISBON IMMEDIATE 
AMEMBASSY ATHENS IMMEDIATE 
AMCONSUL FRANKFURT IMMEDIATE 
INFO AMEMBASSY BONN 


LIMITED OFFICIAL USE STATE 061652 

E.O. 11652: N/A 

TAGS:ASEC 

SUBJECT: SECURITY - AMB AND EMB 

BONN FOR RCO; ATHENS FOR RSO, PASS TO WALKER; LISBON FOR 
RSO; FRANKFURT FOR RSS/RMO 

REF: STATE 5664; LISBON 143; ANKARA 2100; BEIRUT 3326 

1. TWO MSG FOR TDY PERIOD APPROVED; DETAILS FOLLOW BY 
SEPTEL. 

2. SY/FO INFORMED RCO TECH TEAM WILL ARRIVE LISBON MARCH 
19 FOR INSTALLATION OF COMMO EQUIPMENT CITED IN REFTEL, 
INCLUDING DT 76, WHICH REPLACES CITED DM 76. IF ANY COMMO 
EQUIPMENT IS MISSING, REQUEST ADVISE DEPT. POST IS 
REQUESTED TO DISCUSS REQUIREMENT FOR ADDITIONAL PR 36 WITH 
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3. RECOMMEND POST CONSIDER USING SOFT BODY ARMOR MADE OF 
STRONG AND PLIABLE SYNTHETIC FIBER. THIS ITEM IS SOLD UNDER 
THE TRADE NAME KEVLAR AND IS MADE UP COMMERCIALLY INTO 
VARIOUS ITEMS OF CLOTHING TO INCLUDE UNDER GARMENTS. THE 
SOFT BODY ARMOR RECOMMENDED IS AN UNDERSHIRT-TYPE GARMENT 
WHICH CAN BE WORN NEXT TO THE FLESH AND PROVIDES PROTECTION 

FOR THE ENTIRE TORSO REGION OF THE BODY. A SHIRT AND COAT 
CAN BE WORN RATHER COMFORTABLY OVER THE ARMOR UNDERSHIRT. 
SEVERAL PLYS OF THE SOFT FABRIC WILL DEFEAT UP TO 9MM 
FIRE. IF POST DESIRES THIS EQUIPMENT, PLEASE PROVIDE BY 
CABLE THE COAT SIZE AND THE HEIGHT OF THE PROSPECTIVE 
WEARER AND SY WILL PLACE THE ORDER WITH THE COMMERCIAL 
FIRM. ITEMS CAN BE READY FOR SHIPMENT WITHIN 7-10 DAYS. 

4. FOR ATHENS: 

GLASS FOR LISBON COM AND DCM VEHICLES NOW BEING PRE-CUT IN 
NEWINGTON. ESTIMATE SHIPMENT WILL DEPART WASHINGTON ON 
21 MARCH 1975. DETAILED INFO WILL FOLLOW WHEN AVAILABLE. 

REQUEST WALKER INFORM SY/FO TYPE OF TOOLS REQUIRED TO BE 
SHIPPED TO LISBON. 

5. CONCERNING GENERAL SECURITY SITUATION OUTLINED IN 
REFTEL, SY OFFERS FOLL GUIDANCE/COMMENTS: 

A. RE AMB/DCM RESIDENCE SECURITY: RSO MAY WISH TO CON- 
SIDER FEASIBILITY OF PROVIDING RESIDENCE AREAS WITH ELEC- 
TRONIC SURVEILLANCE SYSTEMS, IN ORDER TO SUPPLEMENT LOCAL 
POLICE PROTECTION. 

B. SECURITY WATCH COMMITTEE: IF EMB SWC NOT ALREADY 
OPERATING ON REGULAR BASIS, RECOMMEND IT DO SO TO ALLOW 
FOR FULLEST EXCHANGE OF TNTET.I ./SECURITY INFORMATION, INTER- 
CHANGE OF PROPOSALS FOR SECURITY IMPROVEMENT AND FORMULA- 
TION OF CONTINGENCY PLANNING. 

C. POST IS ADVISED TO REVIEW STATE A-21, ESPECIALLY THE 

TEN RECOMMENDED PRE-EMERGENCY GUIDANCE PROCEDURES. INGERSOLL 
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